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Basis for the comprehensive security concept




! Security strategy for society describes
l ‘ the concept for comprehensive security

Sy A common framework for
implementing comprehensive security

Security Commitiee

Fifth update of the concept
— first version in 2003
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Security strategy for society describes
the concept for comprehensive security,
in which vital functions of society are safeguarded in
collaboration between authorities, the business
community, organisations and citizens.

The concept for comprehensive security forms the
foundation of resilience in Finnish society.



Basis for the concept for comprehensive security

_ The strategy does not i
The concept described define new tasks or E— The strategy 'S
. . W L § 4 implemented in
in the strategy is based responsibilities for actors — -

: collaboration between
on the arrangements but describes the current 43 authorities. business
and legislation of state to reinforce a _; 7y - o

foundation for action. and citizens.

It aims to secure the continuity of functions essential for society,
called the Vital functions of society, which must be maintained in all situations.
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Vital functions of society

Psychological resilience

Functional capacity of the
population and services

Leadership

International and
EU activities

Economy, infrastructure
and security of supply

Internal security Defence capability
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Threats and risks

Disruptions in health security

Disruption of the
publiceconomy Disruption in information
and communications
Disruption of the networks and services

financial system
Disruptions in water supply

Large-scale accidents Disruptions to the

continuity of transport

Mass influx
of migrants

Disruptionsin
energy supply
Disruptionsin
Violent civil disturbances
food supply Terrorist act
Use of military force Information influence activities

Political, financial and
military pressure



Disruptions and crises

Realised threats cause disruptions and crises

Disruptions are events or situations Crises are abnormal or

which do not cause long-term or exceptional events or situations
significant harmful impacts on that threaten the functions or
society’s operating conditions. existence of society as a whole.
* May require extensive resources. * May arise independently or

_ escalate from a disruption.
* Rarely threaten society as a whole.

e Call for strategic, adaptable

* Impacts are usually short-term and local. and timely responses

* Threaten society’s operating conditions.

The most serious situations may require the declaration of a state of emergency as referred to in the
Emergency Powers Act (1552/2011), during which additional powers may be invoked for authorities.
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The implementation of the strategic tasks
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Elements of preparedness

Coordination of Assessment
capability of capability

Operating

Methods Organisation

Training

Material Leadership

Infrastructure Information

Personnel

Demonstration Identification
of capability of capability gaps
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Levels and actors of comprehensive security

Collaboration
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International level

H Public administration

National level
H Business community
B Civil society

Regional level

000 ..
:ggg_'. Individuals

Local level
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The concept of comprehensive security
provides common foundations for different aspects of security

[
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Cybersecurity

from comprehensive security
perspective, refers to implementing
comprehensive security in the cyber
domain.

National security

is emphasised in situations in which
national sovereignty, freedom of

action or the living conditions of the
population are under serious threat.

==z

Total defence

emphasises defence capability as
one the vital functions of society and
strengthens this capability through
the collective resources of society.

Security of supply

is an element of the
foundation of comprehensive
security and highlights
preparedness by the
business community.
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The concept for

comprehensive security in brief

Need

Constitute ..
Individuals

Society

Security

Protects Produces

Strengthen

Vital functions Resilience
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Security Strategy for Society

Comprehensive security concerns us all
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